E-SAFETY
THINK YOU KNOW...

Ms G Billin (Deputy Head Teacher) - Misuse of Technology

PC Denton (Bedfordshire Constabulary) - Legal Consequences




WHAT DEVICES?

Internet
Mobile phones
Tablets
Laptops
PCs/Macs

TVs

Game Consoles



BASIC SOCIAL MEDIA

Be careful what you share.

Avoid adding strangers.

Use good netiquette.



INTERNET SERVICE PROVIDER

Can set your connection for family

Can make changes to the router:

" Internet on a timer

" Filtering

= Blocks

Providers will be able to walk you through the

process of changing these settings or in most
cases will be able to do this remotely.



FACEBOOK

How Tags Work a

Profile Review of posts friends tag you in before they go on your
profile (note: tags may still appear elsewhere on Facebook)

Tag Review of tags that friends want to add to your posts On »

Profile Visibility of post 're tagged i they'
rofile Visibility of posts you're tagged in once they're on your ¥ Custom ¥

profile
Tag Suggestions when friends upload photos that look like you off »
Friends Can Check You Into Places using the mobile Places app Off 3

Timeline and Tagging a8
Who can post on your timeline? $* Friends « \
Who can see what others post on your timeline? }i! Friiend; ofFrlends v \
Review posts friends tag you in before they appear on your timeline Oon >
Who can see posts you've been tagged in on your timeline? a! Friends of Friends « ‘
Review tags friends add to your own posts on Facebook Oon >

Who sees tag suggestions when photos that look like you are

uploaded? Friends >



INSTAGRAM

garcelona, Spain

Change Password

PRIVATE INFORMATION

Female \

Posts are Privale



TWITTER

‘Q Home ! Motifications i.."d Messages

Leam maore
Apps >
Widgets >

Your Twitter data PI'IVEICY

Photo tagging  ® Allow anyone to tag me in photos
Only allow people | follow to tag me in photos
Do not allow anyone to tag me in photos

Tweet privacy FProtect my Tweets

Leamn more
Tweet location Add a location to my Tweets

Leamn more

Delete all location information

Discoverability ¥ Let others find me by my email address

Address book Manage your contacts



SNAPCHAT

_I‘;‘I'OD'ITE_ﬁ
Email
Notification Sounds

Additional Services

Manage

Who Can...

Send Me Snaps
View My Stories
More Information
Support

Privacy Policy

Terms of Use

Account Actions

Make it clear to your teen, nothing goes
away on the Internet or is 100% private. One
picture taken just for fun today, can come
back to haunt them 10 years from now.

Enforce The Grandma Rule - only send out
what you would comfortably share with your
grandmother.

Setup a Snapchat account for yourself. You
can check to see how many and who your
child send the most “snaps” to through the
BFF list.

Set time limits and check up on Snapchat
use. This app isn’t to be taken lightly.



GAME CONSOLES/ONLINE GAMING

Multiplayer games that allow
communication between players via
microphone or Kinect (Visual)

Sexual predators targeting multiplayer
games - Minecraft, Halo, Call of Duty,
Battlefield, GTA, etc.

Setting up your account on a console
will require you to provide your age.
Parents should setup a console and set
the correct access for all children in the
home.

Consoles need to be set at the
appropriate age and have the right
settings to avoid children who are under
age from playing inappropriate games
with questionable content.

Like all forms of Social media, only
choose friends online that you know in
the real world.




MISUSE OF
TECHNOLOGY




THE INTERNET IS A WONDERFUL THING

IKIPEDIA
he Free Encyclopedia

=

* Ondine & Mobd . .
By Online Banking
& * Manage your moncy when and where it seits you
Atm:" * Stay on top of your finances

* 24x7 help and supgoct
* Puace of mind with our Onling sad Mobile Security
Promise

NatWest Online Banking

Nohde Boniona




A computer at home

A phone
An ipad
An X Box Live account

A phone that can connect to the
internet



DO YOU USE...

S=—_22® MySpace
a place for friends




CYBER BULLYING

any form of bullying using technology eg rumours
and gossip; abusive comments; ganging up;
blackmail; stolen identity; threats



when someone builds an emotional connection with
a child to gain their trust for the purposes of sexual
abuse or exploitation.



DO YOU KNOW WHO YOU ARE TALKING

16 year old boy

Football coach

b
-
AR \

¥~ callofDutyf |
oMl ~—= ‘°'°o'bulyian 18 year old girl




THINK ABOUT WHAT YOU SHARE

Would you show complete strangers pictures of yourself? Even
just family holiday ones?

Would you go into a park and collect “friends” and “friends of
friends”?

If the bus driver asked you where you live, when your birthday
was and where you liked to hang out, would you tell him / her?

Would you tell all your neighbours the “secret” that your best
friend had just told you?

If you wouldn’t do it face to face, do not do
it online



SEXTING

when someone sends or receives a sexually
explicit text, image or video on their mobile phone,
usually in a text message



WHY PEOPLE SEXT

They feel “safe” because they are often in the security of their
own home

They trust the person that they send the picture or video to

They have been put under pressure to send images

Because it gives them a bit of a thrill



WHY YOU SHOULDN'T

You are breaking the law to send any sexualised image of
someone under 18 - even if it is you.

You instantly lose control of that image or video - others can
re-post it, screen-shot it and forward it, digitally manipulate it
to make it worse, print it

You run the risk of this image being found in the future if your
name was Googled.

If you would be embarrassed if your
Grandma or Headteacher saw it, never
send any sexts to anyone.



SCHOOL ACTION

We teach our students how to stay safe and use the

technology in a responsible way - in Personal Development
lessons; form time; assemblies; 1:1 when the need arises

We take seriously any concerns regarding E Safety and will
investigate and take action to safeguard young people - of
Harlington and other schools

We will inform parents and, where necessary, the police to
ensure that students are safe.



HOW TO KEEP YOURSELF SAFE

Make the necessary changes to your online habits to
eradicate the risks to your safety - decision making, privacy
settings, reporting

Don’t ever accept any friend request unless you actually know
the person. Don’t “collect” friends.

Report any concerns, however embarrassed you may be, to a
parent, teacher, police officer or to CEOP.

CEOP (Child Exploitation and Online Protection) is a police
organisation working to keep all children safe when online.
Their report abuse button is on Harlington website

| CLICK CEOP
Intemet safety



